ASSI GNVENT 3

Text book Assi gnment: “Communi cations Administration (continued),” chapter
2, pages 2-29 through 2-37; “Conmunications, Security,
chapter 3, pages 3-1 through 3-12; “Al'S Security,”
chapter 4, pages 4-1 through 4-12.

3-1. If you desire to delete an 3-5.  Wiich of the follow ng
existing DCS circuit, you constraints should be
shoul d submt what type of consi dered when a frequency
request ? assignment is authorized?

1.  An AUTCODI N del etion 1. Power, emission
request _ _ bandwi dth, |ocation of
2. A tel ecommuni cations antennas, and operating
servi ce request tinme
3. A DCA circul ar request 2. Power, receiver
4. A technical control | ocations, and
service request at nrospheric conditions
3.  Bandw dt h, sidebands,

3-2. Requi renents for new har noni cs, and power
t el ecommuni cati ons services requirements
shoul d be defined and 4, Power, harnonics, and RF
subm tted what mninmum tine hazards to personnel

i n advance?
3- 6. What authority grants Navy

1. 1 yr and Marine Corps activities
2. 2yr within the U S. perm ssion
3. 3 yr to use radio frequencies?
4, 6 no
1.  Naval Electromagnetic
3-3.  What does a TSO aut horize? Spectrum Center
( NAVEMSCEN)
1. Funding to begin basic 2. Nationa
circuit design Tel econmmuni cations and
2. Starting, changing, or | nformati on
di scontinuing circuits Adm ni stration (NTIA)
3. Procurenent of specific 3. United States Mlitary
devices or ancillary Comruni cat i ons
equi pnent El ectroni cs Board
4, Both 2 and 3 above USMCEB)
4, i ef of Naval
3-4. Navy funds cannot be Qper ations (CNO

obligated for devel oping or
procuring conmunications
equi prrent that uses a
portion of the frequency
spectrum until what is

obt ai ned?

1. Frequency usage estimate
2. A frequency allocation
3. A spectrum study

4. An FCC recommendati on
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3-7.

3-8.

3-9.

In the Navy, what

organi zati on authori zes
frequency assi gnment
appl i cati ons?

1. The United States
Mlitary Conmmunications
El ectronics Board
( USMCEB)

2. The Nati ona
Tel ecommuni cati ons and
I nformati on
Adm ni stration (NTIA)

3. The Joi nt Chiefs of
St af f

4, The Nava
El ect romagnetic Spectrum
Cent er ( NAVEMSCEN)

Who is authorized to send
PERSONAL FOR nessages?

1. E-7 mlitary or GS-7
civilian (or above)

2. O ficers of flag rank or
in a command status only

3. Al officers

4.  Anyone who needs to send
a personal nessage

What is contained in the

publications in the NAWPL?

1. Manning plans, battle
organi zations, and

future depl oynent
schedul es
2. Awards infornmation,
mai nt enance schedul es,
and supply information
3. Required procedures,
signals, and ot her
operational and
m ssi on-essenti a
i nformati on
4. Qperational
requi rements, battle
or gani zations, and
depl oynent schedul es
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3-10.

3-11.

3-12.

3-13 .

What is the objective of the
central adm nistration of
t he NWPL?

1. To ensure that the
publications in the NAPL
are correct and readily
avail -able for use

2. Toensure that personnel
have a place to study
for advancenent

3. To ensure that
have access to
publications and
periodicals on the
| at est technol ogy

4.  To ensure that personnel
have access to the nopst
recent and best-selling
novel s

per sonnel

Who is responsible for the

managenent of the NWPL?

1.  The naval warfare
publications officer

2. The naval warfare
publications custodi an
3. The naval warfare
ublications I|ibrarian
4, he naval warfare

publ i cations manager

What publication provides
gui dance for the

adm ni stration and security
of the NWPL?

1. OPNAVI NST 5510.1
2. NTP 4

3. NWP 4 (NWP 6-01)

4. NWP 0 (NWP 1-01)
Who is responsible for

changes or corrections to
NWPL publications?

1. The NWPL cl erk

2. The primary user

3. The NWPL cust odi an

4, The conmmuni cati ons watch
of ficer



3-14.

3-15.

3-16.

3-17.

Who is considered to be a
hol der under the
adm ni stration of NWPL?

1. A person who holds NWPL
publications for short
terns only

2. A person who transports
publications to and from

t he NWPL
3. A person who has
per manent subcust ody of

publications from the
NWPL
4. The NWPL custodi an

Which of the following files
are used in NWPL
mai nt enance?

1. Si gnature and custody
fries
2. Adm ni strative and
transaction files
3. Signature and
adm nistrative files
4. Cust ody and
adm nistrative files

The NWPL adm nistrative file
is also known by what other
ternf

1. Transaction file
2. Ofice file

3. A-1 file

4, Custody file
Material in the

admni strative file nust be
retained for what m ninum
time ?
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3-18.

3-19.

3-20.

What colors are assigned to
the binders for U S. naval
war fare publications of
different classifications?

1. Secret - red,
Confidential - green,
Uncl assified - white

2. Secret - red,
Confidential - vyellow,
Uncl assified - blue

3. Secret - red,
Confidential - vyellow,
Unclassified - white

4, Secret - red,
Confidential - green,
Uncl assified - blue

Wiere is the effective date
of the publication
change/ correction found?

L In the Record of Changes
page

2. In the List of Effective
Pages (LOEP)

3. In the Foreword or
Letter of Pronulgation

4. In the Title page

Which of the follow ng
colors should be used to
make pen-and-ink corrections
to NWPL publications?

1. Geen only

2. Black or blue only

3 Any dark col or except
red

4. Any color is acceptable



3-21. Wiat does the designation
“NMC 6/2"” on a correction
mean?

1. It is the 6th nessage
correction and wll-be
incorporated into the
publication by printed
change nunber 2

2. It is the 2nd nessage
correction and will be
incorporated into the
publication by printed
change nunber 6

3. It was sent on the 2nd
of June of the current
year

4, It is the 6th change to

the 2nd revision of the
publication

3-22. Wiat docunent contains
gui dance for taking extracts
from a NATO publication?

COPNAVI NST 5510.1
ACP 121

NP 0 (NW 1-01)
NATO | etter of
promul gati on

:POOI\)I—‘

ACPs
NTPs
JANAPs
NWPs

oOw>

Figure 3A

I N ANSVEERI NG QUESTI ONS 3-23 THROUGH
3-26, SELECT THE PUBLI CATI ONS FROM
FI GURE 3A THAT ARE DESCRI BED.

3-23. Provi de comuni cati ons
instructions and procedures
essential to conducting
conbined mlitary operations
in which two or nore allied
nations are invol ved.

robpE
OO wX>
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3-24.

3-25.

3- 26.

Coordi nate and standardi ze
communi cations procedures
among U.S. mlitary

servi ces.
1. A
2. B
3. C
4, D

Mai n publications used by
Navy, Coast Guard, and
Marine personnel for
conmuni cati ons.

1. A
2. B
3. C
4. D

I ncorporate the results of
fleet tactical devel opnent
and eval uati on prograns and
NATO experience and provide
informati on about the
tactical capabilities and
limtations of equipnent and
syst ens.

rwNdE
o0 w>

CVs account

CMS cust odi an
CMS | ocal hol der
CVB user

OO wW>

Fi gure 3B

I N ANSVEERI NG QUESTI ONS 3-27 THROUGH
3-29, SELECT THE TERM FROM FI GURE
3B THAT IS DESCRI BED.




3-27.

3-28.

3-29.

3-30.

A command with an account

nunber that draws its COVSEC
material directly from
nati onal or Navy

di stribution sources.

1. A
2. B
3. C
4. D

COVBEC material needs are
nmet by drawi ng such materi al
from the squadron commander.

AwNPR
o0 w>

An individual who requires
the use of COVBEC nateri al
for a short tine to

acconplish a specific task.

1. A
2. B
3. C
4. D
Whi ch of the follow ng

statenents concerning

storage requirenents for
COVBEC nmaterial is/are
correct?

1. COVBEC naterial may be
stored with other
conmmuni cations materia
according to security
classification

2. COVSEC material nust be
stored separately from
non- COVBEC nateri al

3. COVSEC material of
different classification
may be stored. together
regardl ess of
classification if
storage limtations are
a factor

4. Both 2 and 3 above
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3-31.

3-32.

3-33.

3-34.

What nunber of signatures
is/are required on the
COVBEC wat ch-to-wat ch
inventory sheet?

1 One
2. Two
3. Thr ee
4 Four

What is the maxi mum | ength

of time that you are

aut horized to hold

superseded (a) keying

mat eri al marked CRYPTO and

(b) authentication

publications?

1. (a) 24 hours (b) 24
hour s

2. (a) 12 hours (b)) 5

days

3.  (a) 5 days (b) 12
hour s

4. (a) 5 days (b) 5

days

Wat are the three types of

keying material in

descending priority of

destruction?

1. Super seded, reserve,
ef fective

2. Ef fective,
reserve

3. Reserve, effective,
super seded

4. Super seded,
reserve

super seded,

effecti ve,

Effective keying material is

the nost sensitive of the
three types of keying

mat eri al .

1. True

2. Fal se



3-35.

VWhat
Two- Per son

is the purpose of
Integrity?

1. To prevent a single
person from having
access to COVBEC
mat eri al

2. To prevent nore than two
persons from having
access to COMSEC
nmat eri al

3. To provide for an
alternate custodian in
the event the primary is
unavai | abl e

4, To allow for a division
of responsibilities
anmong the custodi ans

CRYPTO
Crypt oi nformati on
Crypto-rel ated

i nformati on

D. Cryptosystem

O o >

Fi gure 3C

I N ANSVERI NG QUESTI ONS 3-36 THROUGH
3-39, SELECT THE TERM FROM FI GURE
3C THAT | S DESCRI BED

3- 36.

3-37.

Mar ki ng used to protect or
aut henti cate nationa
security-related information

on all keying material and
associ ated equi pnent.

1. A

2. B

3. C

4. D

Al ways classified and
normal |y concerns the
encryption or decryption

process of a cryptosystem

AwNPR
o0Owm>
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3- 38.

3-39.

3-40.

3-41.

3-42.

May be classified or

uncl assified; normally
associated with
cryptomaterial but not
significantly descriptive of
It.

oo
OO wm>

Enconpasses all associ ated
itenms of cryptomaterial that
provi de a single neans of
encryption and decryption

A
B
C
D

wrE

A failure that adversely
affects the security of a
cryptosystem i s known by

what ternf

1. Cr ypt oexposur e

2. Cryptoinstability
3. Cryptodeficiency
4.  Cryptoinsecurity

A system within a general
system confined to actual
encryption, decryption, or
aut hentication is known by

what tern®

1. Cryptovariable

2. Specific cryptosystem
3. Secondary cryptosystem
4.  Supporting cryptosystem
The nost frequently changed

of a cryptosystemis
ternf

el ement
known by what

Primary cryptovariable
Secondary cryptovari abl e
Crypto nodifier

Crypt osystem interna
vari abl e

PR



3-43.

3-44.

3-45.

What are the primary
advant ages of (a)
over-the-air rekey (OTAR)
and (b) over-the-air
transfer (OTAT)?

1. (a)
circuit
| oadi ng keylists,
(b) no operator
required

2. (a) Reduces distribution
of physical keying
material, and (b)
el i mnates process of
| oadi ng equi pment with
key tapes

3. (a) Reduces distribution
of physical Kkeying
material, and (b) no
operator training
required

4. (a) Elimnates process
of | oadi ng equi pnent
with key tapes, and (b)
no operator training
required

Requires |ess
downtime for

and
t rai ni ng

What is the purpose of
transm ssion authentication?

1. To guard agai nst
fraudul ent or simulated
transm ssi ons

2. To inform the other
operator that you are
receiving the
transm ssi on

3.  To acknow edge the
transm ssion of the
ot her operat or

4. To allow the other
operator to acknow edge
your transm ssion

The sel f-authentication
nmethod is used in which of
the followi ng transm ssions?

Transm ssion and reply
Chal l enge and reply
Transm ssi on

aut henti cation

Chal | enge authentication

B wnhe
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3-46.

3-47.

When you receive a nessage
that has an authenticator in
it, what action, if any, are
you required to take?

1. Prepare a nessage to
chal l enge the originator

2. Send a nessage that you
are in receipt of the
nmessage

3. Pass the nessage on to

hi gher authority for
them to challenge the
ori gi nat or

4. None

As an operator, you are
required to authenticate in
which of the follow ng
situations?
1. You suspect intrusion on
the circuit
2. You are requested to
aut henti cate
3. You are requested to
break radio silence
4, Each of the above

Meaconi ng

I nterference
Jamm ng

I nt rusi on

o0 w>

Fi gure 3D

I N ANSVEERI NG QUESTI ONS 3-48 THROUGH

3- 51,

SELECT THE TERM FROM FI GURE

3D THAT | S DEFI NED.

3-48.

The interception and
rebroadcast of navigationa
signals on the sane

frequency.
1 A
2 B
3 C
4 D




3-49.

3-50.

3-51.

3-52.

An attenpt by the eneny to 3-53.
enter U S or allied
conmuni cations systens and
simulate traffic with the
intent to confuse and
decei ve.
1. A
2. B
3. C 3-54.
4, D
The del i berate use of
el ectromagnetic signals wth
the objective of inpairing
communi cations circuits.
1. A
2. B
3. C 3-55.
4. D
Usual |y a nondeli berate
el ectrical disturbance that
unintentionally prevents the
ef fective use of a
frequency.
1. A
2. B
3. C 3- 56.
4. D
Wi ch of the follow ng
statements best describes
the overall goal of AlIS
security?
1. To take all reasonable
nmeasures to protect AlS 3-57.

assets

2.  To prevent data and
prograns from being
destroyed or sabotaged

3. To keep unauthorized
personnel out of your
AIS facility

4.  To take whatever
neasures are necessary
to protect equi pnent and
peopl e
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Wi ch of the follow ng
assets is NOT considered an
Al'S asset?

Peopl e

Har dwar e
Sof t war e
Envi r onnent

&~ oo -

In AI'S security term nol ogy,
what termis used for the
things that can destroy Al'S
assets?

1. Threats

2. Probability

3. Wulnerability

4, Count er neasur es

To express the cost of a

| oss or abuse from an
adverse event over tine,

what AI'S security termis
used?

Ri sk

Li kel i hood

Vul nerability
Count er neasur e

B

In AIS security, risks are
usual |y expressed in which
of the following terns?

1. Days

2. Dollars
3. Equi pnent
4.  Personnel

In AIS security term nol ogy,
the controls to | essen or
elimnate known threats and
vul nerabilities are called

physical barriers
security routlnes
backup procedures
count er neasur es

e\ s



3-58.

3-59.

3-60.

3-61.

Under AI'S security, 3-62.
count er mreasures (controls)
that are enbedded in
har dware, software, and
t el ecommuni cati ons equi pnent
are what type of controls?
1. Physical
2. Technica
3. Manageri al
4. Admi nistrative
Under AI'S security,
count er mreasures (control s)
that concern people and
procedures, such as who is
aut hori zed to do what or who 3-63.
receives or requests a
sensitive report, are what
type of control s?
L. Physi cal
2. Techni cal
3. Manageri al
4. Administrative
Under AI'S security,
count er measures (control s)
t hat concern planning and
eval uation, such as audits 3-64
to review the effectiveness
and efficiency of
counternmeasures that are in
pl ace, are what type of
control s?
1. Physi cal
2.  Techni cal
3. Manageri al
4. Procedur al
3- 65.

In regard to AIS security,
the continuation of an
activity’s mssion during
abnornmal operating
conditions is provided by

whi ch of the follow ng
means?

1. Count er measur es

2. Contingency plans

3. Security risk plan

4. Enmer gency response team
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In addition to hardware and
software, what are the other
three areas of consideration
for the Navy’'s AI'S security
progr anf?

1. Data, personnel, and
envi ronnent

2. Data, human resources,
and | ogistics

3. Data, hunman resources,
and conmuni cati ons

4, Media libraries,
envi ronnent, and
conmuni cat i ons

Which of the follow ng

personnel serves as the

single point of contact for

all matters related to Al'S

security?

1. Executive officer
2. Informati on system
security manager
3. Security violations
of ficer
4, Systenms security nanager
Al'S security is not really
that difficult to

understand. Wat percent is

(a) common sense, and (b)
proper training?

1. (a) 55% (b) 45%

2. (a) 60% (b) 40%

3. (a) 65% (b) 35%

4. (a) 70% (b) 30%

The manufacturer’s optinmm
tenperature and humdity
range specifications for A'S
equi prent operation are NOT
avai |l abl e. Whi ch of the
followng (a) tenmperature
and (b) humdity ranges are
consi dered acceptable for

conput er operation?

1. (a) 65° #5° (b) 55% +5%
2. (a) 65° +5° (b) 65% +2%
3. (a) 72° +2° (b) 55% 5%
4. (a) 72° +2° (b) 65% +2%



3-66.

3-67.

3-68.

3-69.

In AI'S environnental
security, emergency lights
are installed in conputer
facilities for what primary
reason?

To protect personnel

To assist fire fighters
To locate Al'S equi prment
To locate fire-fighting
equi pnent

rowne

Fluctuations in electrical
power can adversely affect
the operation of AlIS

equi pnent. |If your
conmmand’ s m ssion dictates
continuous Al'S support, each
conput er system shoul d be
equi pped with which of the
foll owi ng equi pnent?

1. A notor/generator

2. An ac, dc regulator

3. A voltage surge
pr ot ect or

4. An uninterrupted power
sour ce

In regard to Al'S security,
master control switches are
used to shut off all power
to your Al'S spaces in the
event of a fire. These
master control switches are
normally installed at what
| ocati on?
1 In the CO storage room
2. In the security
of ficer’s space
3. At the exit doors of the
Al'S spaces
4, On the master contro
panel of the computer

Wi ch of the follow ng
security nodes does NOT
apply to processing

classified or level | data?
1. Dedi cat ed

2. System | ow

3. Multil eve

4. System hi gh
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3-70.

3-71.

3-72.

For processing classified,
the central conputer
facility and all its related
peri pheral devices (both

| ocal and renote) are
protected for the highest
classification category and
type of material contained
in the system The system
is said to be in what
security node?

1. Controlled

2.  System | ow

3. System high

4. Totally dedicated

For processing level | data,
the central conputer
facility and all its related

peri pheral devices (both

| ocal and renote) are

excl usively used and
controlled by specific users
having a security clearance
and need-to-know for the
processing of a particular
cateqory of classified

material. The systemis
operating in what security
node?

1 Dedi cat ed
2. System | ow
3. Miltileve
4. System high

For processing level | data,
an Al'S system provides the
capability of permtting
various categories of
classified materials to be
stored, processed, and

sel ectively accessed on a
concurrent basis by users
having differing clearances
and need-to-know. The
systemis said to be in what
security node?

Controll ed
Undedi cat ed
System | ow
Multil eve

e



3-73.

What category of Al'S nedia 3- 74.

is considered tenmporary in
nature and is retained for
180 days or |ess?

1. Snoot h

2. Wbrking

3. Fi ni shed

4, | ntermedi at e
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Which of the follow ng
categories of AIS nedia is
permanent in nature and is
retained for a period of
nore than 180 days?

1. Snoot h

2. Working

3. Fi ni shed

4, I ntermedi at e



